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Intrusion detection for ICMP- Flood attack
Anup Ingle 1 & Mohnish Awade.2
Abstract: Increasing adoption of Internet technology
worldwide has also increased stress on its privacy and
security issue. There are many flaws such as Dos & DDoS
attacks, DDOS- short for Distributed Denial of Service, cyber
crimes, hacking, phishing came into existence. The losses,
both, economical & social, were increased. The paper discuss
the ICMP flood attackt connection and methods for
prevention of penetration on internet. Using statistical
Anomaly and Signature based Intrusion detection system for
ICMP DDoS attack can be implemented on the software code
may be on real time for ICMP- flood attack on target
computers mainly computer using windows based operating
system. The statistical implementation can be done using
WEKA tool and attack generated by hping3.
Keywords: ICMP-Flood, DDoS, WEKA, Hping3,
Statistical anomaly detection, Signature based anomaly
detection.
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1. INTRODUCTION
With the evolution of internet there are many flaws like
Dos & DDoS attacks, cyber crimes, hacking, phishing
came into existence. The losses, both, economical &
social, were increased. To summarize the severity of this
attack here is the latest news from BBC news site “A
Northampton student has been accused of taking part in a
cyber attack that cost online payment portal PayPal £3.5
million. It is the prosecution case that Christopher
Weatherhead is a cyber-attacker and that he, and others
like him, waged a sophisticated and orchestrated campaign
of online attacks that paralyzed a series of targeted
computer systems.” In this paper we will try to find the
solution to the DDoS attack to be more particular the
ICMP flood attack. We will use appropriate tool to
generate such attach and try to identify possible solution
for this type of attack.

2. DDoS ATTACK
DDOS, short for Distributed Denial of Service, is a
type of DOS attack where multiple compromised systems - which are usually infected with a Trojan -- are used to
target a single system causing a Denial of Service (DoS)
attack. Victims of a DDoS attack consist of both the end
targeted system and all systems maliciously used and
controlled by the hacker in the distributed attack.
According to this report on eSecurityPlanet, in a DDoS
attack, the incoming traffic flooding the victim originates
from many different sources – potentially hundreds of
thousands or more. This effectively makes it impossible to
stop the attack simply by blocking a single IP address;
plus, it is very difficult to distinguish legitimate user traffic
from attack traffic when spread across so many points of
origin.
Out of all the categories of threat Dos & DDoS attacks
were the most trivial & easy to conduct attacks, on the
other hand the losses occurring because of them were
severe. One of the severe losses caused because of these
attacks is it brought down Visa, MasterCard and many
other websites.
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Figure1.1 A pictorial view of the damage created
because of MasterCard Outrage
A report from Times of India published “Over 14,000
websites have been hacked by cyber criminals till October
this year, an increase of nearly 57 per cent from 2010. To
check hacking and cyber crimes, the government has
conducted six cyber security mock drills since November
2009 to assess preparedness of organisations to withstand
cyber attacks, minister of communications and IT Kapil
Sibal had said in Parliament.
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3. ICMP- FLOOD ATTACK
Most attractive and easy to operate ICMP based DDoS
attacks are amplification attacks. Permitting ICMP traffic
in a conservative manner will help defending the flooding
attacks. Existing methods try to control the ICMP traffic
with bandwidth limitation, sometimes the limitation is
prodigal and in other cases the limitation is stringent which
denies ICMP traffic completely even the vital usage.
However the usage of ICMP over the Internet is necessary,
therefore in this paper we identify the harmless rate at
which the ICMP traffic can be generated resounded over
the Internet. This harmless rate is achieved through ICMP
window restriction scheme. We analyze and prove that the
window restriction will remove the attack productivity
region from the ICMP traffic and promotes only genuine
traffic, thus helps to neutralize the flooding attacks. ICMP
window restriction scheme therefore overcomes the issues
concerning the unfair vertical limitation in bandwidth.

Figure 3.2 As per IT news survey in 2011 different type
of DDoS attack
4. COMPLICATIONS IN ICMP-FLOOD ATTACK

Figure3.1 shows the sequence of packets exchanged at the
beginning of a normal ICMP connection
The ICMP flood attack sends ICMP connections
requests faster than a machine can process them.
Successful attacks left the system wide open for root
access from anywhere on the Internet. A side effect of the
attack is that a trusted system would ignore any packets
received on the port that services remote log-in requests.
The ICMP Flooding attack consists of a tool that only
implements one portion of the Sequence Number Guessing
attack, with a completely different focus. ICMP Flooding
causes servers to quit responding to requests to open new
connections with clients -- a denial of service attack.Out of
various DDoS attack this is the chart of different type of
DDoS attack.

There are various ways in which ICMP attack can be
complicated; one of the techniques is shown below
A smurf attack is one particular variant of a flooding
DoS attack on the public Internet. It relies on
misconfigured network devices that allow packets to be
sent to all computer hosts on a particular network via the
broadcast address of the network, rather than a specific
machine. The network then serves as a smurf amplifier. In
such an attack, the perpetrators will send large numbers of
IP packets with the source address faked to appear to be
the address of the victim. The network's bandwidth is
quickly used up, preventing legitimate packets from
getting through to their destination.
Ping flood is based on sending the victim an
overwhelming number of ping packets, usually using the
"ping" command from Unix-like hosts (the -t flag on
Windows systems has a far less malignant function). It is
very simple to launch, the primary requirement being
access to greater bandwidth than the victim.
Ping of death is based on sending the victim a
malformed ping packet, which might lead to a system
crash
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new connection to the server from the spoofed IP address.
The victim responds to spoofed IP address, then waits for
confirmation that never arrives (waits about 3 minutes) and
victim's connection table fills up waiting for replies, soon
after table fills up, all new connections are ignored
legitimate users are ignored as well, and cannot access the
server once attacker stops flooding server, it usually goes
back to normal state as newer operating systems manage
resources better, making it more difficult to overflow
tables, but still are vulnerable SYN flood can be used as
part of other attacks, such as disabling one side of a
connection in ICMP hijacking, or by preventing
authentication or logging between servers.
Figure 4.1 Attack demonstration of ICMP- flood
DDoS flooding attacks are quite popular with hackers
and they can cause devastating impact on computer
systems. Smurf attack is a type of flooding attack that
involves ICMP protocol, which is known to have brought
down high profile commercial websites. A computer
system running Microsoft’s Windows-XP with Service
Pack2 (SP2) security software is designed to drop ICMP
packets by default, which makes one believe that ICMPbased flooding attacks cannot harm a computer system that
deploys SP2 security software. In this experimental paper,
we set out to test and measure the effectiveness of the
Microsoft Windows- XP with SP2 security software in
protecting a computer system from ICMP-based flooding
attacks in fast Ethernet environment. We simulate Smurf
attacks on a computer system in the controlled lab
environment. In these experiments, we measure the
exhaustion of computing resource of a computer system
with and without Windows-XP SP2 security software. It is
observed that under Smurf attack, the victim computer
deploying SP2 security software dropped all ICMP
messages; nevertheless, the exhaustion of the processor
resource of the computer running the SP2 securitysoftware couldn’t be stopped. Furthermore, it was found
interestingly that the exhaustion of the processor resource
of the computer system running the SP2 security was much
higher than that of the computer system that didn’t deploy
SP2 security software. These experiments show that
dropping of ICMP messages by SP2-security software at
the victim computer is too late of an act in preventing the
adverse effect of the Smurf attack. Once the attack traffic
reaches the victim computer, SP2 security software is
ineffective in preventing the resource exhaustion caused by
the attack, even if it is configured to drop the ICMP
messages.
I.

Consequence of ICMP flood

A "denial-of-service" attack is characterized by an
explicit attempt by attackers to prevent legitimate users of
a service from using that service. There are two general
forms of DoS attacks: those that crash services and those
that flood services. A DoS attack can be perpetrated in a
number of ways. The five basic types of attack are:
A. Consumption
of
computational
resources, such as bandwidth, disk space, or
processor time.
B. Disruption of configuration information,
such as routing information.
C. Disruption of state information, such as
unsolicited resetting of TCP sessions.
D. Disruption
of
physical
network
components.
E. Obstructing the communication media
between the intended users and the victim so that
they can no longer communicate adequately.
II. Statistical Anomaly and Signature based Intrusion
detection system
All Intrusion Detection Systems use one of the
two detection approach, i.e. Statistical Anomaly
and Signature Based IDS
Statistical Anomaly-based IDS
A statistical anomaly-based ID establishes a
performance baseline based on normal network
traffic evaluations. It will then sample current
network traffic activity to this baseline in order to
detect whether or not it is within baseline
parameters. If the sampled traffic is outside
baseline parameters, an alarm will be triggered.
 Misuse Detection, use patterns of well-known
attacks to identify intrusions:
 Record the specific patterns of intrusions
Monitor current audit trails (event sequences) and
pattern matching
 Report the matched events as intrusions

Attacker creates a random source address for each
packet. SYN flag set in each packet is a request to open a
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Representation models: expert rules, Colored
Petri Net, and state transition diagrams, etc.

a.

Signature or Misuse-based IDS

Network traffic is examined for preconfigured and
predetermined attack patterns known as signatures. Many
attacks today have distinct signatures. In good security
practice, a collection of these signatures must be constantly
updated to mitigate emerging threats.
Anomaly detection, use deviation from normal usage
patterns to identify intrusions:
 Establishing the normal behavior profiles
 Observing and comparing current activities with the
(normal) profiles
 Reporting significant deviations as intrusions
 Statistical measures as behavior profiles: ordinal
and categorical (binary and linear)

5. CONCLUSION
Using statistical Statistical Anomaly and Signature
based Intrusion detection system for ICMP DDoS attack
can be implemented on the software code may be on real
time. Instead of having a huge database or requirement of
high computation power for statistical pattern
classification on real time network, the approach of
classifying the intrusion traffic and then implementing it in
the network as conclusion makes network intrusion
monitoring faster and on real time. Statistical Anomaly and
Signature based Intrusion detection system surely a

promising solution for ICMP flood attack on target
computers mainly computer using windows based
operating system.
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